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Abstract: With the rapid development of the Internet of things (IoT) technology and cloud computing technology,
the search engine for Internet of things become a hot research topic. However, because of the openness of the search
of [oT, the privacy in traditional Internet search area becomes more prominent and faces more challenges. Firstly, the
research background and challenges of data privacy preservation for search of IoT were described. Secondly, the
scheme of data privacy preservation for the search of Internet of things based on fine-grained authorization was pro-
posed, which combined the encrypted search algorithm with the attribute based access control algorithm. Thirdly, the
security analysis and performance analysis of the scheme were also carried out. Finally, the future research work was
summarized and pointed out.

Key words: search for Internet of things, privacy preservation, attribute based encryption, searchable symmetric en-

cryption, fine-grained authorization

ks EER: 2016-10-14; 1EEIHHEA: 2016-12-20. @IE1EH: FHE, jiahw520@gmail.com

BEWH: FEZSERVITUR TR (“8637 14D e nt )i H (No.2015AA016001); 7 A4 AT A A =<5 Bt D)
TIH (No.2016B090921001);  1h 4R 44 F QT S MR FAL LI 3R B I H - (No.2014ZZCX03411); [FZK A RPFFA A&
B H (No.61370068)

Foundation Items: The National High Technology Research and Development Program of China (863 Program) (No.2015AA016001),
Production-Study-Research Cooperation Project in Guangdong Province (No.2016B090921001), The Innovation Project in
Shandong Province (N0.2014ZZCX03411), The National Natural Science Foundation of China (No.61370068)

00127-1



e I 155 22 A2 4R

034

LENA S AR e R e, AAT TR SR
TIEMERG . ST R R M R IS S A A 3 s
RIA AT B, WP T 5 A 1 Ao 28 ) LI V4
T M IE IR 45855, th A 1 )
VIR (AR AR R T N A . B, iR
WFFT 5% Bt 1) SenseWeb P 1 3k T ¥ A o 4
R T B AR KSR R .t S 9 R T B
TRAE S B D50 2% LR A R} PR T A S
B = Bt (1) Dyser®HE —MYIIBE RS2 R 51 4,
AP PESARFRSfE B R, R ds H
FURE B RPIR S S RSk . Shodan™!
Je M RERR B AR L B A I 4 R 5 |, L
BN, T DA B At A e 1) 1 4%
gk BEhas . (F5900. . K. BT
WAFEAEERRFEM RS, U 2E
“Thingful” /& REFR LA S T 8 R MR 9 2
g1, W AT ES s BYERF, sk AN
KREF Y EEE, eIk PR ER AR
B, AR 2 AR H R 43

SRE DR AE R A AL T R, AH ety
K B E i B L ) R AN B . s AT
FEBEN A, 2020 4 PRIV 0 H5c 0 A ) j - S50 )
LI AIL ] 180 12370 WIEIAE R I N
FHAI) 7, ALHE I R BE AL 2 R B AN Sk,
DAL SH Sl G A v S AN AN, 2 4% 496 R 9 8% i UL
[f], AR LB SR 2, R T & 5T
RN, AN BAE A2 4 LS ] SR Al v it 4, 468
V452 BRI L o RIS, DI X 5 2% %o G 4
AP 2 MR =B A HER
WA IR FER Ve JRIE 5 R SR A
A K 9 48 2R (1) B0 B RA R T I B R 1 22 4= Bk
fio PICAUE, B BFACRY 2 il 29 A BRI A
W48 2 R e TT SR B N T I SR OB R 3R

TG, VIR RSP 5 B RS 4s &
GATA KM G k. ARIEKES . AT
FBET W RGN A WUR AR E B, Xt

Wl WM SISl (BT WE M), hitp://www.eeo.com.cn/
2016/0317/284248.shtml.

s ST Ao s R - R A, T
1 W R AT MV R 78 20 i R e, X B A S
WUERAIM A 22 2 BB AL RS, B 1k — AN KT
AR, PR S RE RS
LT B BRI, A R 2R 4
SIS N FHHs B v 78 A 5242 A0 A8 45 S 2
Sy, HgWaya ). Dk, S5 ORIk i 48
ik ki, RT3 Bl 14 25 A4 5 v )
H AR B () 25040 P 2%

LU, A0k 9 48 2% e 55 T R ek 7 0 R
F 5 JUAT BEXT AN N R AR fii 224 B 1B 5 At BTt 1)
FSO™ g o RR A I I R G [ T DU R
FBE AT 2 AR AR B v ek, HET AR oAt 2
WG, ARSI e KT, AR g Sk )
WAL T RESE o T P IBk I 48 2 2 A U Tl 1) Y i
JLERE, BReTFHE, W LA R &L IR B
AT MBI, I e — B AT oA AL, )
AIREXT ) LEE 22 A8 Jl S R IRT g o 11 D9 32k PRI
A Shodan & A7 2] T A% FL R R HE R4
RGN AR B e ik &5 o A port:554
has_screenshot: true 7£ Shodan gt i] DA% 2R 3] 47
FAE AT ARk o T 48 2 5 [ 2 1)
FEAE, T SR I AHIE () S2 44, AHER e RE
PRV BRI T A5 B AG BN 2 A RIfE5S o
DR, A ORI 194 44 2 i 25 ANl 43 O PR Bt
AR — MR Pk

BeJr, AR SRR R IR K 0 15 2= Hths B oRA OR
PP PR 22 A PR, 02 L T[] 000K P 98 22 (1) T
SR BEAZ B B R AL OR Y 7 58 ol B s i
AN SRR L PR R S5 $R 2
BB A, BRI R R, B
A% R 2 A ) HABA A HT TR IRAF BEAL V) 1)
(R NS . I HLIE LT 8 P U7 il 4 U L
oK SN D9 44 2% 1 45 A WL FEE TR A, O
AN AT O BEEE R, SCVFECE DAy 280
Bs Uy ) BRR 58 A, o6 e 48 2= 2 A SR At
TREMRE, EEHEERE AR RGN,
T ST I AL Lo o A A PRBEAT AL
W J A0 o et SOV IR AL BRAIE 2 5, R A
FEZ & AT N PR B SO vk ok . i,
XFF Rl =AM RAE SR, H T U ) 4E A R AN ],

00127-2



41

TR LT AR A N R AR B R R T B <15

ANTA] PR KAl 1 R R AT IR R 45 R AN 58 4 AT
[, 7T US4 LS8 DR S SCAE IR B AL . AL
J7 AR IREAREAA TR T, S KBRS S B
T HE I R AL L VT ) o RIS A TR mRCR,
AP PRGN 7 S s Kot SO, RIMAEHY S0
W% Jeg P SRR N R R B, A R A
RN R S, R ROR S PR E R R 5%
et O TR MAR L R A VLRI R 4R,
7 AR B AL R AP IR, X 5T s
PERIAUE B E

2 HXIME

AT ARAS 2R BB X 106 W9 48 2 1) AR B AL
TR HATHF I IIAE S SCHR, A SO ST IR M)
D7 ) 2 5l B AE LA 3 SO R SV A LG &
PRI I 1 220 R P R B B AL
21 EXHE

BRI BUE N — N2 RS, 7T LALE
TREIE BERA LR b, SEBIG 28 S0 (R4 R 1R .
0 AR S FH R0 0 2 B 23 JAg R B n 2% 1) %
SCHEZR T RN T AR BRI (3 SR T %
Song Z5P1F 2000 41 YRR T IR N (1
L PE Y O E BEEVIYE NS ESIERDNANIPS
B, T H BT A TR, R
WA 2, 8RR . Goh! Sl it 4 L T2
422511 SSE M J5 & Z-IDX, MR KK
Chang 25175 238 % T Goh 77 IR 1F [l A 4R
H, FET VAR S, AR SO A
%5, BB TS IT4Y. Curtmola 2R
SRS IE MRS, HREMERTHTE o)
). Liesdonk 2PV T RISCHRISIYE BEHI 24 1) 5
%, [F)IN A 0 )8 1 S 8T . Kamara 51O T-
SCER[SIMH etk AR M et it e, bE
BB, SRS RS . Cash 25—
A U R LS R KRB RHE - Boneh 251 1
T PEKS 7%, o XM 45 1 T LR i
J7%. Abdalla Z5IHE—B 4R PEKS 5 K I15¢E
RS, RS TRTS0E S TEWIE
PEKS [FE. SCHR[14~16151 % SCHR[12] )7 E
PP e AT IE 1) ) 8, A S e vE T AERERL T S
5 R U IR bl A 28 DO T 2 22 4 T 3 1)

PEKS 7%, SCHR[16,17142H T 3T S0 J7
(¥ PEKS J7 %

b5 IS B AE LU 3 AN 1 .

1) SRR E: DRI T %K%
SRR R AR, TR EEMIR 2 7 AR
TS, AR R 1
Py 2P By 020 He R
15 R A ST O

2) SCHRXT R 55 5 A7 it 1R B8 SCSCA Bl A g
0~ B R,

3) FRBCRWSET,, Ty 32 28 1 g >
MR 0 A3 A A B AR AR Z 1 o)
SR 3 2 S R Y
22 [BiEmE

T JEMEM% (ABE, attibute based encryp-
tion) J7ZE 4 Sahai Al Waters $2H15%, 54
SR T BCERE T AT K S0 I ES RGE ( A A
PERE, ABE W LUEAERILT 5 00 s 7 4
7 B SO IR AN TR (1 R A KR
M S0 105 SRS, IR A TSR A B .
SCRR[36IRI (o, m) TIRRVT I S5H, Zp gt T
T8 T /NS e 1 4 A R K RIS i e A B 1) O
%, I TR RS Oy BT (R 22 A e
M. BiiJE Goyal 20 s D il S 1) SEBL 5 AN
G 73 Vi s T Ja 1k I B A SR s N B T &
(KP-ABE, key policy attribute based encryption)
RIBE T P 1) 3 S0 N % )7 %€ (CP-ABE, ci-
phertext policy attribute based encryption), FFE X
Fyi& T KP-ABE J7 5. ME I ELX A E5eeT
U7 1) SR QIR (R BB ANTR], 5 2 B AN U 1) 58
WEAHOCIR, 5 5 I 35 SOy I SRS AHOCIG B
O P AR AR, & R AR 35 5 b T B
WAL, A2 DT U7 nl 50, TN
TAA TR JE A B e B S, RE RV
IF1] SRS PR N85 8 PR35 5 i i 2 s+ a1 32
PR, s 47 5w ST ) e, A
IF1) SRS TR % A Refid % o SCHR[10) E I3 T
CP-ABE J5%. T CP-ABE " ¥ # 4+

Vi i S IRy, AN E SO L 2 AN
Ry P EAT e, U I 42 1 SRS e AR I AR Al

TRV 0 47 T SR s SR e A S0, A BT A

00127-3



l6- I 1515 B 2 AR

EUNERR AL, G TR SRR T
Ty 1) 4 1l 1 B FA DR

B 5 (P9 B EAE TR AELL N 4 AN 5 TH

1) L2 AR (KDC) 1) ABE
J7 B85 LAY KDC 19 ABE J7 ZAH L,
H AL ML) KDC X & MRS K ) 25 533k
TR, 43T KDC HIRCR]

2) SRR R R AHRL BE U ) 45 1) 3R i R 7 1Y)
ABE 75 %, 5 B GT ffe] S S Je  0 R
AT B R GEAR T, B ] B L
S S e R P e e AR AR B DL K T
T 5 A AR RE (1K) 07 ) 45 461

3) CFEFHITF ABE HE, HIUFE T %
BRIEH, SR U KP-ABE™ 1 A5
R LFf CP-ABEY 5 %,

4) T JE 1 U ) 45 o B SO R A 45
A PO I TR SO AN, AR
KHIEM RG] ARG A& O R,
2R 1 3 LA R T2 S0 N A R AR RN 1 S B
P, TEVE AL SUE B R TR, RN ERRL
R NKPFAL.

3 BH=FR

EX 1 AW .

% Gofl Gy My p YIRIEAEIATE, o, p oy
. A g N G EIT, WY e: GoxGy—G 2
MU EWLG, F2 W R 3 &M,

1) WEktt: M= u, vEGy, 1= a, bE
Z,s AR e(u”, Vy=e(u, v)™.

2) ARIBAME: BUF e AR GoxGo FTA TG
AR 2 Gy AT b Witk g & Gy IMAERUG,
N e(g,g) /& Gy IFAERTG.

3) nfibEME: SMEER u, vE Gy, HAFERH
R EEV S e(u, v)o

W) e AXFFRMLPEBGT, A e(g”, &h)=elg,
g)"=e(g’, &)

EX 2 Vil SuEH

B 779 0 x FORTTRRTT (ke numy),
S num, 7759 ROFITTBRAE &, $0&, o,
0<ky<numyo >3 k=11, [TBRTT N OR [']; 24 ky=num,
i, TTRRITA AND . RS F—ANE

PEADG, Hr, k=l1.

hTETHAE, SN R

parent(x): IR[FIHFHT R (RIS L CERAR 1T R0

att(x): KA1 R x 2 N A E X
IR [R5 5 x AH OGRS P

index(x): RBEEEN TSI 75 S A T~num 11
AR, IR [R5 A5 x BRI

EMX 3 CP-ABE Hik.

— ML) CP-ABE J5 38 i LA R LA
EH

Setup: WAL H N AT S HOR & 14
£ U, ¥l —DNAIRHPK, MSK} . R, PK
RGN, MK %9,

Encrypt: &85 A M. RGN PK
FIVF I S5H A, AR AI; [ SRR SC Ce

KeyGen: RS . BNEHEES S,
F#H MK RGN PK, i H P FA8H SK.

Decrypt: fi#t3 5k, INEL C. HPFAEH
SK FIZRLGEAY] PK, W SEA, il 4321 1]
X M.

EX 4 XIS R A,

ARSI R SO R T SR H LR L
ANFVEA R

Setup: RGVIMATF L, T A BTN
LRI BEN L R ) % 5

TokenGen: &AM ASE I, I
DR R I A 2R A T

Enc: N5, FR B H R ST Rk
A TN ORI [ 25 SCRI N3 R 5

Search: #ZREL, BITENRSS A5, A
RS A2 R 5| EPATH R AR,

Dec: ff#%HE, BATIER P o, FH % H
i B S

4 REZRMFIRRAR

4.1 RGLEH
BT A0 R FE AU P 6 9 48 R A B FA DR
TR B 1 R, FEAT LT 6 M3 5.
1) JEMEBUE L (AAC, attribute authority
center)o JEVERUEH OIEARRG H 2 — Al {EHL
M, WLVEEZA RSN, FEATTRS

00127-4



41

TR LT AR A N R AR B R R T B <17

AAC A3 .preprocess S, SK=ABE.KeyGen(MK.S) E DS E
EYER&ER | ., Al preprocess E fi E
--------------------- CA Did e e
T
C2.token gén -7 .
-7 Cl,que token [
’ X - C3.search que : :C4.Filter results
/P‘d‘QW \A id, | v, [CT, JEnc(D)
E 1 0 :}/ id, Iw, |CT, Enc(D,)
: / ] PS . | -
i SO i 0 + B2.Enc index id | w, |CT |Enc(D
' _ 1 B1.Enc index ! | me%g| | VT T d d | Enc(D)
: L e e ' |
Vo weim | P wER | s DI Search result ,
: ; 5 : . D2 semicdec Ut
"""""" pooomee : | SR | :
A
i B3.Enc document . E -- P reproces; E
. i : 1
L \ - Encryption ;
PK v ---p  Search :
A2 preprocess e - Decryption |

1 IR TR R I J R K B RL PR 7 7 ¢

ZHAIEA . W RGERATTSH W54 A
Ja M A e R A RN oy R . MR T
A I R A R U5 AR, I 1 AR
PR SS ds PRI F P S e S o

2) B #E (DO, data owner). E4 T H
BACACEE R S5 25 B PR B T AR BB S 1, B AR
B SO RN B SR 5 | 45 Wk R 44 2R i 55 4
Ho B P 0 AR B N 5 R IR S5 e it
FEAE SO, BE ARV SRS, JF HR
IF] SREME TR N B2 S

3) PR RE (DS, data searcher). A4
RHEIA L4558 I8 S A DL R 254 .
AF DA A RIE K, JFHRAF AT ) AR DL AC I
PRER . R MEFRR RGN, AT Z PR
R E NN SRR 0 S, A T R
Wb IFH, DI 4 g o T AT A BRI
WA, AT Z T i AQEE R 25 2R AT 30 73 fift 2
VE R BRARE AR R T4, (R R AR R 2%
WIVERAF SR LG R

4) fREEARSS %% (PS, proxy server). fCHEARSS
a0 DT U D e R R O U R S R A
'], A DT A B 28 AT B s SRR
BAE.

5) Wk R RS $EAEE (SP, ToT search
provider) . PIIEM LR RS PE AL H Z WL . WA

PRSP UE R . FEA T IAAE A R, I
157 8 PRI U A I U, S S M AR B 4
FA A 00 SRk [ AH R 7 [l A PR PR o8 e 5
ARELIRSS A% AR 0] B 7 18 7k i vk ] SR
N7

6) AUEHLy (CA, certificate authority ). TAIEH
AT BT R R R G OMIE TS .
42 AERRE

WE 1 PR, fEE AU S, Bl
P2 A0 0 28 9 2R OB AR &R K,
AELR S5 5 VB AR S &R B 1T, Pl i S5
PRSP EF AT, FRAFIL U85 B 1 =
ART I RN EE S, B e EAREE R 55 7 38 0 i
TINS5 B A R I AR R, 3R
75 B SCEARE

HARFELLUT LB B

1) REWIIHHTEL

J& PR OB AT RGBS . DA
ABE.Setup()— (PK, MSK, K,q). it £ %4
MSK. RENTTEH PK MEMREY Ko 0
A AFTERAT PK 45 508 A IR Y 48 R
MR, (RAF MSK Rl K, FAT - BEHLIEFE
THWREN Kamk(kE Z,) Wik a,fe Z,
HilH PK Rl MSK. 1, PK={G.,g, g’,
e(g,2)"y, MSK={B,g%, e NiEX 1 XLt

00127-5



lg- I 1515 B 2 AR

WL o

2) WAUEH U E S

YIE A S 50 e 2 RS 5 28 3 i £
WHESS Dige WEAEF A ME—E, W LA RARRA
[ (1 258 Pl 8 AR R o S hn il S
PEAG BB, S fE AR R 0 SR R A 75 2
PR B bR T IR B 05 S

3) B R E FEEE A 0 R

MR R RV AT A O R A
R — K B ARER R, T2 B R RO o
SAFFANIITT AR, ARFEEATIE R 1) Dy 73 AR
N JETEEE S, i ABE.KeyGen(MK, S)A & Filid 2
AEE AR %] SK, ¢ ABE.KeyGen(MSK,
S)—SK. I, v Mo T Z, MEEHLEL
SK={D=g’ MjeS:Dj=g' H(j)".D,=g"} -

k

babLERE ue Z, . 2 U, =u.P, =g" RIEU,,,

SK) 25 B 48 28 MBURINA &, RN K1 (D
P, Ve RBLR S5 2, AR R S5 4% T LA B Bh Bt
P EERINERS], BRI RFH A AR
BT 1

4) KREEFR G

h TSR A 2R T LA N S i s vh o
BRARE, AT G R DRI %
SEAAAR JELIE S DLSCATE A7 751 P 5 28 e 55
FROLRT o BB B C A N SUARE B P2,
A W={wi, wy, =, w,lo

RO ETEQT

XA KREE wew, B #
A=h(w,)", Hor, b 2R S s ) G, P ke
MEEI RS, e Z, —RENE. REH
P AT #08 (A,, Ay -+, A,) B Dyg KRR S5
#ro ABURSSZARYE Dy At B IHAE AR
P, » HHEXNTE—A 4n T Bme(4,, P, ). R

PRS2 ROE By, 1<i<n} 258N E . HAEE

PR TR A ST wy, VM k= h(Vj ,
21, =(R,[R],), i, [R], RonBuNLEALH]
LAPRFRE D (U AES), PN k.
2, BRI N R EE W AU N E &R 5
WHIL, =, 0, 1, Yo

5) M b nEs bAL

TERIIEZR G 1, J5, B AT 5 0 28 2 So
WA B, BENLIEFERIPRE S sk A8 L%
i SO, n DU AT 252 4 IR0 R I 2% 4
% AES). RJE, IR SO E U R SRS
B 77 A T 8 PR 0 25 1 5% ABE_Enc(PK, sk)
s, ok CT. LA by R 5 AR E T n) S
W7, R R AN, BN k-
2T qu() e 2T TRRAED S HL g ()2 2500 2 4
AR WA x U ) SRR AT S, )
q0)=s, Hr, s & Z, PHIBENE X1 HARE
B ES 2 ql0)=qparenix(index(x)) I BEALLL £
d AT ROKRTE X geo %y 2V ] RGBT
M RS H 8 1 2 G, i BE LA
(FIECH . CT ={7,C=sk-e(g,g)*,C=g",
Vxew:C, =g™" C =H(att(x))™ "} . %,
PaE bAERG 1, D% s SR CT 45
Y R AR S TS o I 2R IR S5 e it
AR SR IRME— IS SO ids PR
FIRGARAUEE SO At s & 2 s

| XAid | &5, | Ccr |Enc(DataFuke)|
B2 il fefifig

6) MERE L

TEJRPERUZ O M, 3R] LA FH 4156
TR RS R ILBB I N 7Y . R B
2 AR

© BATIAERRE

HR R E TR ROCHTA w I S, &
SEEAEAI RS AR I R AR ] B R
WHQ, = h(w)™ . RIGRIEMING S Dy F1Q, %
RIS 35 RIS 25 B BB T AR i oK
RBEIR 5 $0 i A AT HARHY KA B,
RIF, IRITHERIET 1= h(e(Q,, B, ) Sl .

@ Pk i 48 2= R 25 B A 14 2R e

MR RE BB RG] 25, KRi%
(t,S={A, A4, -, A,}) IS RIRSHR I, L
W, SRR SK MBS I
% R 55 4 4k 5 B 0 B R G R (1,85 =1{4,
Ay AV) Z 5 84T AR R EVETF IR R .

BN BAT RTINS S

Wit BRI RE AT N S A

00127-6



41

TR LT AR A N R AR B R R T B < 19-

FCT.
1) F=¢;
2) for &AM Fu
3) ARG L,
4) for i=1; i<nm; i++

5) get the 7, from the index /,,;
6) if [R], ==[R/],

7) F=FU{Fu};

8) end if

9) end for

10) end for

11) BNl FE p, € E,
12) Set 7 =4 A4, A4,
13) CT=ABE Enc(PK, p,,.7 )

14) if p, =p,

15) return (success) ;

16) endif

17)  for XAFEE F i )R —N S0 Fua

18) if DS J&EAH A FigJ8 1

19) ML F bR Fu,

20) end if

21) for SLIHAE F s —AN 3 Fuy

22) AR CT AN SO

23) end for

AR RETVE L E N 3 Ny . BB xt
FEEARRS 1)~10)4T , X T8R4 XA 251,
LA AT 45 22 B 171 0025 (%) BE AT LESORA 40 ik 5 (1) 2R 5 1
HORH NS 3 AR TR, W AR, PR 3
gE A BN 1)~16)4T, B E M
Usalla 7/ | R R L i B e e vk VIR S P
I 503k ABE_Enc(PK, pp, 7 )N py R
AR R . b, Uy ) SREBG R ) 1 1\
¥ 7 =AANAAN-NA, EW R =2 h,
P RE W ABE Dec SLVEM%, KiEMH )5
G5 R pl, 5 ER I R 25 R A1 o T AR 2% ) 1 45
RET p,, > DR 52 I 455 (4t vy gt mT DA A5
AR B BHEAUZ O TRIRIEELE S, IR
A B PEERA KB A W LA %R p,, - 26
=R B R E A E A, P
VETREE YR, B R oA ) (1K) S
T yEd, XN 17)~22)1T o 5 B 98 5 (1 45 Rk
|25 B g, A BRI R A A ) 4
P A 2R nl, TSR R0 15 2 I 55 AH0RL I 1)

BRG] o

7) SCIHEE

Kl 22 P B 4 R IR S5 R
IR R, RIS, ek
SO X A EIE N R Seh, B
R B AR A R, THIzE R EA
SR IARERE IR 25 2R AT, b At mT LA sk D o 44
RE MBI HEW T B8 R A
¥ SK={D,D,,D/, je S} 5 ip 2 A5y, ik
SKi={D} , SKy={D,,D/,jeS}. I HAi¥% 4
RAPFTEI CT M SKy KA B HRSA, R3
45 geia ATl MR R R A=e(g,g)” o X T
B AT x, JBYE iman(x), Wikie S, T
eD,C,) _e(g"H(i)",g™") _
oD,C') e LHGH")
e(g,g) ™", FHH Lo SHE—ASha A,
AR B H AR AR /0 ke MY {2
(¥ e(g,2)™ " BRI e(g,2) " o BeJa, Xt
T SR R AR S R, A A=e(g,g) " =
e(g,g)" , RIEHHHERE . wa, B %R
HAEH SKy ok 4k 22 i % 15 B RR % P

Decnode(CT,SK,,x) =

¢ O S SIATIE
sk= €(C,D) ’ ﬁﬁﬂ%ﬁ%f]\m%ﬂ sk ﬁﬁmx—j)in/]ﬁ
A
AN A

8) AL

B BRI M 2 R A A Digy I
LR AR L T JIACE R 55 45 I BR 6 4L (D
P, )» FCERSEARRIGET], WG Ak

P iiE
5 RESHIEES

51 =REHH

ARSI 77 SR B AR I 4 2 e 45 it
FORWEL LAY CEAIERIAD, RIS 028 i) £k
WA B R T B A, RS IER AT R R
%, I BRI E R O E S =7 I
AT BT SN OB B A
P SOME BBEFATE . A Y.

1) Hols SCAF B FatE

s SO BERATE R R S E R A 2 1 E s ot

00127-7



20+ I 1515 B 2 AR

034

RRELARSS 2% DR R RS b . JE PR
ol R RFELE . TEAR ST T %
W, BAESCHERA 2 B INE TR, B s
XIRREPEE I, AR5 P CP-ABE &30
BXTRREE . VO RRE VL (U1 AES) S
A1, WL PO T CP-ABE 83, 1
FESCHR[10]HIER] T CP-ABE 703 ] XUk 1t A
RUR AT ZE A (1), BRIAR SO St 2 T i 2 4
(1), W] LAORUEECHE SCEFIRBaAAE .

TERRR BB, I 48 2R ik 25 B A 4 e
PR F AL 0] BN E SO IR R 45 B AR R
o, BUNEA RV, JLTCVEA3 0 £t S
B SC o T B A8 2R R PR B s S, ik
W4 2R MR 25 R A e ks, DRI R ok
U ) ARAZREHE SO o AR R 55 4 A0 P A g
OAZE BREHR M R, Wi e R
SCAFRRSC . DRI AT DA DR AE DI P 4 2 R
B Bl 4 2= o A0 () F A AR A TC A SRS 2R (1%L
PN A, ORUE T BRI & 1 EOE S Reg R
OB P S 45 2= 5 U 1

2) KEEFRaFAE

R B AL 5 EE DR AR I 5 2 I 45 2 it
G LA TR R T | BB R BT T ) 56
B RILGPIRM I RIS 2 2R T
R ) B 2 I B BT A A R
Gy INE TN B A ORA A 8 I 5 R
A, R 8 % IR 25 B ik LR it
BHTCVEAF KRB TE B, DRIE T oG8 - (1) B A
PEo ARHR RS54 BOR PRI AL s IR FA T,
HR AR TEVEIR G OB 75 R

3) Bifs B Rt

HE PO S OE B2 5, B R
a7} RN e M I /S RE N T
BEE R BIET, IR R B3 15 S R R FATE -

4) AR

FET BB BA T 7 %, BdEE
REMWEH SK SRENVEARDE, DRy AR 14
P R A AT .

52 HEEESHT

T 2R IR 25 B A )5 8 o 2 st
HPa, PRSI, A R EOGEH
s B AL DRAUE 198 R R G Bdis BTl & 3 1
RA G H . S Emns, +

B RG [FEALIN TRRI N2 RR s H T 1], % 45
HWRHEME, TR CP-ABE M3 5 A 5y
FHAREEARSS 28 5E 8, RIS N IRBTA N T4 1T L 22086

T A GNU miksEEEC#E (GMP, GNU
MPBignum library) {40k x5 2% 55 % (PBC,
pairing-based cryptography library) " (GMP Fifz
PATROR B 515 APL A PBC 1 I LA 0k
XPEM RS LA ST . RN AR
128 bit AES %%, RGN, Hdaf+:
P47 8 GB; CPU 2.3 GHz. {41 %& % : W47 8 GB;
CPU 2.3 GHz.

K P A ARR TG Ba A R A 1) 45 R o R ok
Ui, BRAIFAS 5 B I Ed s SO (I R F 2R
UL ], o, 0 Hos SO I ) R R
55 A4 0T R 25 A0 0 Ect s SCAE R e L A A
CP-ABE I #R & g1 I 1] . 1 3 R IE T
FINE 128 bit AES XK B 1R i (0] Bif 8 PR oK
PRI I RPN R bR s,
AT RETEANTE 2 30 g MRy ) 4afl, Mg A
HONT 10 B, I e a1 150 ms,  BAE T4
KA AR RS B 4 RTEIR
PN T 10 I, RGN RN T 12 ms.

400

350

100 |
50 +
1 1

5 10 15 20 25 30
JE A%
K3 128 bit AES Z90 hiss i i)

[%)
W (=3
S O
T T

AT I l/ms
—_— %] (3]
W (=]

o (=)

o
T

AT B ) /ms
[e)

~
T

15 210 215 SIO
IR HEA A
B4 Rl

1 L
5 10

¥E2: http://crypto.stanford.edu/pbe/.
¥E3: http://gmplib.org/.

00127-8



41

TR LT AR A N R AR B R R T B <21

B R AR RN )5, Bl %
AR R R E LBV, AR EREFA LRI 1
FELRRU, DUl R ARG, Mo
SCA Ry A T R AR B, R LA
WHAE SO B THEOT A 1 2445 CP-ABE
iR X PR B I T ARG A s gk s et S e 1)
T o AR SC7 SR it i o 1) KB o ARSI
2 ACERR S5 o, AN A KAt 45 2 8 fit s 1) I ) O
BRKIAG, X EG R E PR IR

6 HERIE

ARSCE R T T A0RL R AL I 1 4
REARBARY 7 %, TER TR el = 55
P O] il N VS A6 R SR A R /i R LIPS i
FRaAh o I HAR SO R AR TR SR
J5 GERAM R AR D0 48 2R T S ST A R DB 7 )
N B i S o E L A R A ETE T I PG = R S
IR WY 48 2R R AR RS U il R
FIZANERIEREREAT T 04T, A i)
R R i i SUREL R IE L e W ]
(] PRI, T AN T e T VI s 5 A R 23
A, O THAR I R A G BA
SO EC SCAEE g0 2, AU H CP-ABE &
RN FREH, FRIL T CP-ABE Sk & T4
XFBRFATT MM . i 4h, TR o R TAE
AMULS BRI, A 25 T ST R
KB

RS B A 2R 1) R R A AN —
oy TS, HAS ST [ 15 ) 48 2% TR B FA R
PR, b, RS R T TN
R, TR G A R 5 I R AA RS
PEASFIN FE oo 8, Xt NP EER T
TEPNZE.

S 3Lk

[1] ATZORI L, IERA A, MORABITO G. The Internet of things: a
survey[J]. Computer Networks, 2010, 54(15): 2787-2805.

[2] KANSAL A, NATH S, LIU J, et al. BSenseWeb: an infrastructure
forshared sensing[J]. IEEE Multimedia, 2007, 14(4): 8-13.

[3] OSTERMAIER B, ROMER K, MATTERN, et al. A real-time
search engine for the Web of things[C]//Internet of Things, Tokyo.
2010.

[4] BODENHEIM R, BUTTS J, DUNLAP S. Evaluation of the ability
of the Shodan search engine to identify Internet-facing industrial

control devices[J]. International Journal of Critical Infrastructure

[3]

[91

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

00127-9

Protection, 2014, 7(2): 114-123.

SONG X D, WAGNER D, PERRIG A. Practical techniques for
searches on encrypted data[C]/The IEEE Symposium on Security
and Privacy. 2000.

GOH E. Secure indexes[R]. IACR ePrint Cryptography Archive,
2003.

CHANG Y, MITZENMACHER M. Privacy preserving keyword
searches on remote encrypted data[C]//The Applied Cryptography
and Network Security. 2005.

CURTMOLA R, GARAY J, KAMARA S, et al. Searchable sym-
metric encryption: improved definitions and efficient construc-
tions[C]//The 13th ACM Conference on Computer and Communi-
cations Security (CCS 2006). 2006.

LIESDONK P V, SEDGHI S, DOUMEN I, et al. Computationally
efficient searchable symmetric encryption[C]//Secure Data Man-
agement, VLDB Workshop(SDM 2010). 2010: 87-100.

KAMARA S, PAPAMANTHOU C, ROEDER T, et al. Dynamic
searchable symmetric encryption[C]//2012 ACM Conference on
Computer and Communications Security. 2012: 965-976.

CASH D, JAEGER J, JARECKI S, et al. Dynamic searchable
encryption in very-large databases: data structures and implementa-
tion[C]//Network and Distributed SystemSecurity Symposium
(NDSS’14). 2014.

BONEH D, CRESCENZO G D, OSTROVSKY R. Public key
encryption with keyword search[C]//Eurocryp’04. 2004.
ABDALLA M, BELLARE M, CATALANO D. Searchable encryp-
tion revisited: consistency properties, relation to anonymous IBE,
and extensions[C]//Crypto’05. 2005.

BAEK J, SAFAVI-NAINI R, SUSILO W. Public key encryption
with keyword search revisited[C]//The International Conference on
Computational Science and Applications (ICCSA 2008). 2008.
RHEE H S, PARK J H, SUSILO W, et al. Improved searchable
public key encryption with designated tester[C]//The ACM Sympo-
sium on Information, Computer and Communications Secu-
rity(ASIACCS 2009). 2009.

FANG L, SUSILO W, GE C, et al. A secure channel free public key
encryption with keyword search scheme without random ora-
cle[C]//The International Conference on Cryptology and Network
Security. 2009.

KERSCHBAUM F, SORNIOTTI A. Searchable encryption for
outsourced data analytics[C]//The 7th European Conference on
Public Key Infrastructures, Services and Applications(EuroPKI'10).
2010.

CAO N, WANG C, REN K. Privacy-preserving multi-keyword
ranked search over encrypted cloud data[C]// IEEE Infocom. 2011.
SUN W, WANG B, CAO N. Privacy-preserving multi-keyword text
search in the cloud supporting similarity-based ranking[C]/ACM
Symposium on Information, Computer and Communications Secu-
rity. 2013: 71-82.

CHUAH M, HU W. Privacy-aware bedtree based solution for fuzzy
multi-keyword search over encrypted data[C]/The International
Conference on Distributed Computing Systems Workshops. 2011.
WANG B, YU S, LOU W. Privacy-preserving multi-keyword fuzzy
search over encrypted data in the cloud[C]//IEEE Infocom. 2014.
MASHAURI D, LI R, HAN H. Adaptive multi-keyword ranked
search over encrypted cloud data.[C]//The International Conference

on Collaborate Computing. 2015.



«2D .

W28 5505 2 A2

034

[23]

[24]

[25]

[26

[27]

(28]

[29]

[30]

[31

[32]

[33

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

SUN X, WANG X, XIA Z. Dynamic multi-keyword top-k ranked
search over encrypted cloud data[J]. The International Journal of
Security and Its Applications, 2014, 8(1): 319-332.

BONEH D, WATERS B. Conjunctive, subset, and range queries on
encrypted data[C]//TCC. 2007.

SUN W, WANG B, CAO N. Verifiable privacy-preserving
multi-keyword text search in the cloud supporting similarity-based
ranking[J]. IEEE Transactions on Parallel and Distributed Systems,
2014, 25(11): 3025-3035.

LI J, WANG Q, WANG C. Fuzzy keyword search over encrypted
data in cloud computing[C]//IEEE Infocom. 2010.

WANG C, CAO N, REN K. Enabling secure and efficient ranked
keyword search over outsourced cloud data[J]. IEEE Transactions on
Parallel and Distributed Systems (TPDS), 2011, 23(8): 1467-1749.
SHI E, BETHENCOURT V, CHAN H. Multi-dimensional range
query over encrypted data[C]/IEEE Symposium on Security and
Privacy. 2007.

KAMARA S, PAPAMANTHOU C. Parallel and dynamic search-
able symmetric encryption[M]//Financial Cryptography and Data
Security. Berlin: Springer, 2013: 258-274.

KAMARA S, PAPAMANTHOU C. Parallel and dynamic search-
able symmetric encryption[C]//CCS. 2012.

STEFANOV E, PAPAMANTHOU C, SHI E. Practical dynamic
searchable encryption with small leakage[C]//NDSS. 2014.

CASH D, JAEGER J, JARECKI S, et al. Dynamic searchable
encryption in very large databases: data structures and implementa-
tion[C]//Network and Distributed System Security Symposium
(NDSS). 2014.

DI CRESCENZO G, SARASWAT V. Public key encryption with
searchable keywords based on Jacobi symbols[C]//Indocrypt 2007.
2007.

LAI X, LU R, FOXTON K. An efficient searchable encryption
scheme and its application in network forensics[C]//E-Forensics.
2010.

NAVEED M, PRABHAKARAN M, GUNTER C. Dynamic search-
able encryption via blind storage[C]//IEEE Symposium on Security
and Privacy. 2014.

SAHAI A, WATERS B. Fuzzy identity based encryption[C]/
Eurocrypt. 2005.

GOYAL V, PANDEY O, SAHAI A. Attribute-based encryption for
fine-grained access control of encrypted data[C]//The 13th ACM
Conference on Computer and Communications Security(CCS).
2006.

CHASE M. Multi-authority attribute based encryption[C]/TCC.
2007.

BOZOVIC V, SOCEK D, STEINWANDT R. Multiauthority attrib-
ute-based encryption with honest-but-curious central authority[J].
International Journal of Computer Mathematics. 2012, 89(3):
268-283.

CHASE M, CHOW S. Improving privacy and security in
multi-authority attribute-based encryption[C]//The 16th ACM Con-
ference on Computer and Communications Security (CCS). 2009.
LEWKO A, WATERS B. Decentralizing attribute-based encryp-
tion[C]//Eurocrypt 2011. 2011.

LIU Z, CAO Z, HUANG Q. Fully secure multi-authority cipher-
text-policy attribute-based encryption without random ora-
cles[C]//The European Symposium on Research in Computer Secu-
rity (ESORICS). 2011.

HAN J, SUSILO W, MU Y. Privacy-preserving decentralized

[44]

[45]

[46]

[47]

[48]

[49]

[50]

(51

[52]

[53]

[54]

[55]

key-policy attribute-based encryption[J]. IEEE Transactions on
Parallel and Distributed Systems. 2012, 23(11): 2150-2162.

YU S, WANG C, REN K. Achieving secure, scalable, and
fine-graineddata access control in cloud computing[C]//IEEE Info-
com. 2010.

YU S C, REN K, LOU W J. Defending against key abuse attacks in
KP-ABE enabled broadcast systems[C]//Security and Privacy in
Communication Networks. 2009.

WANG Y, CHEN K, LONG Y. Accountable authority key policy
attribute-based encryption[J]. Science China: Information Sciences,
2012, 55(7): 1631-1638.

LI J, REN K, KIM K. A2BE: Accountable attribute-based encryp-
tion for abuse free access control[R]. Cryptology ePrintArchive.
2009.

LI J, REN K, ZHU B. Privacy-aware attribute based encryption
with user accountability[C]//The 12th International Conference.
2009.

LI J, HUANG Q, CHEN X. Multi-authority ciphertext-policy at-
tribute-based encryption with accountability[C]//The 6th Interna-
tional Symposium on Information, Computer and Communications
Security (ASIACCS). 2011.

SUN W, YU S, LOU V. Protecting your right: attribute-based key-
word with fine-grained owner enforced search authorization in the
cloud[C]/IEEE Infocom. 2014

HAN F, QIN J,
KP-ABE to searchable encryption [J]. Future Generation Computer
Systems, 2014, 30: 107-115.

BOUABANATEBIBEL T, KACI A. Parallel search over encrypted

data under attribute based encryption on the cloud computing[J].

ZHAO H. A general transformation from

Computers & Security, 2015.

KACI A, BOUABANA-TEBIBEL T. Access control reinforcement
over searchable encryption[C]//The 15th IEEE International Con-
ference on Information Reuse And Integration. 2014.

CASH D, JARECKI S, JUTLA C. Highly-scalable searchable
symmetric encryption with support forboolean queries[C]//Crypto,
2013.

SADAKANE K. Fast algorithms for k-word proximity search[J].
IEICE Transactions on Fundamentals of Electronics, Communica-
tions and Computer Sciences, 2001, 84(9): 2311-2318.

EZEIT:

FEZ (19835, &, WIHKFEA,
B[ N3 A e S e S S
wt B w2 A B e s 55

XJNE (1982-) , 55, PUJIRIIA, JERCHE s R

R, EERTOT A w5

j:’

00127-10

FHIEX (1960-) , 5, LI HFEN, PEILERR
FEHTT I E B E M Sz A, WREA,



	02

